
Itoh-Tsujii Inversion in Standard Basis and Its Application

in Cryptography and Codes

JORGE GUAJARDO guajardo@ece.wpi.edu

CHRISTOF PAAR christof@ece.wpi.edu
ECE Department, Worcester Polytechnic Institute, 100 Institute Road, Worcester,
MA 01609 USA

Abstract. This contribution is concerned with a generalization of Itoh and Tsujii’s
algorithm for inversion in extension fields GF (qm). Unlike the original algorithm,
the method introduced here uses a standard (or polynomial) basis representation.
The inversion method is generalized for standard basis representation and relevant
complexity expressions are established, consisting of the number of extension field
multiplications and exponentiations. As the main contribution, for three important
classes of fields we show that the Frobenius map can be explored to perform the
exponentiations required for the inversion algorithm efficiently. As an important
consequence, Itoh and Tsujii’s inversion method shows almost the same practical
complexity for standard basis as for normal basis representation for the field classes
considered.
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1. Introduction

Galois field arithmetic has received considerable attention in recent
years due to their application in public-key cryptography schemes and
error correcting codes. In particular, two public-key cryptosystems based
on finite fields stand out: elliptic curve cryptosystems, introduced by
Miller and Koblitz [17, 11], and hyperelliptic cryptosystems, a general-
ization of elliptic curves introduced by Koblitz in [12]. Both prime fields
and extension fields have been proposed for use in such cryptographic
systems. In order to performance-optimize elliptic curve schemes, it
is desirable to improve the underlying arithmetic operations. Besides
multiplication, the other field operation which is performance critical
is inversion.

The two most popular methods for large finite field inversion are
either based on the Euclidean algorithm or one of its derivatives (e.g.,
the almost inverse algorithm [19]), or on Fermat’s little theorem. For ex-
tension fields GF (qm), the Itoh and Tsujii inversion (ITI) algorithm [8]
offers an alternative. Although it does not perform a complete inversion,
it reduces extension field inversion to inversion in GF (q). It is assumed
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that subfield inversion can be done relatively easily, e.g., through table
look-up or with one of the general methods mentioned earlier. The
ITI algorithm is applicable to finite fields GF (2m) given in a normal
basis representation. In particular, the original reference deals with
composite fields GF ((2n)m). Our contribution applies the idea of Itoh
and Tsujii to fields GF (qm) given in standard basis (or polynomial or
canonical) basis representation. Although the exponentiations required
in the algorithm make it rather inefficient for general fields in a standard
basis representation, it can be shown that for certain classes of finite
fields, the exponentiations can be computed with a very low complexity.
The field classes for which efficient inversion algorithms are possible
include composite fields GF (qm), q = 2n, with a binary extension field
polynomial; fields GF (qm) where q = pn, p is an odd prime, and the
field polynomial is a binomial; and fields GF (qm) where q is a prime
power and the field polynomial is an equally spaced polynomial with
binary coefficients.

There has been a great deal of research done on the arithmetic ad-
vantages of irreducible polynomials of special form over GF (2). In [9],
All One Polynomials (AOPs) and Evenly Spaced Polynomials (ESPs)
over GF (2) are introduced. The authors show necessary and sufficient
conditions for ESPs to be irreducible over GF (2) and propose a new
configuration of parallel multipliers for fields GF (2m), based on irre-
ducible AOPs and ESPs over GF (2). In [7], necessary and sufficient
conditions for a family of infinitely many ESPs to be irreducible over
GF (2) are introduced. In addition, a uniqueness criteria which charac-
terizes all irreducible ESPs over GF (2) in a strict sense is presented.
Both [6] and [22] use irreducible AOPs and ESPs over GF (2) to im-
plement efficient parallel multipliers. The complexity of the proposed
multipliers in both of these contributions is less than that of the parallel
multiplier proposed in [9]. Furthermore, since inversion can be achieved
by repeated multiplications, [6] applies parallel multipliers to efficiently
compute the inverse of elements in GF (2m) using a variant of Fermat’s
Little Theorem. Finally, [4] describes a version of the ITI algorithm
applied to fields GF ((2n)m) in a polynomial basis representation. The
authors show a major computational advantage when choosing the
extension field polynomial with only binary coefficients. However, the
upper bound on the number of operations needed to compute an inverse
inGF ((2n)m) is left unchanged from the one showed in the original Itoh
and Tsujii’s paper.

The reminder of the contribution is structured as follows. Section 2
revisits the Itoh and Tsujii (ITI) algorithm for inversion and gener-
alizes it for fields of any characteristic. Unlike the original algorithm,
we generalize the ITI inversion algorithm to standard (or polynomial)
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basis representation in Section 3. In addition, the number of extension
field multiplications and exponentiations required to perform an inverse
operation is established. Finally, in Section 4 we show that for three im-
portant classes of fields, the Frobenius map can be explored to perform
the exponentiations required for the inversion algorithm efficiently.

2. Preliminaries: The ITI Algorithm over GF (qm)

Itoh and Tsujii proposed in [8] two algorithms. In the first part of the
paper, they present a method for computing multiplicative inverses in
GF (2n) through a clever construction of addition chains. In the second
part of [8], the authors propose a method for reducing inversion in
GF (qm) to inversion in GF (q), where q = 2n. Both algorithms were
studied in the context of a normal basis representation of the fields
GF (2n) and GF ((2n)m). The basic property of the second algorithm
is that inversion in GF ((2n)m), is reduced to inversion in the subfield
GF (2n). It is assumed that subfield inversion can be done efficiently. In
the following we will review the second algorithm with a new notation.
Our presentation will be slightly more general as we do not require a
subfield of the form GF (2n) but allow general subfields GF (q).

THEOREM 1. [8] Let A ∈ GF (qm)∗ and r = (qm − 1)/(q− 1). Then,
the multiplicative inverse of an element A can be computed as

A−1 = (Ar)−1Ar−1. (1)

Computing the inverse through Theorem 1 requires four steps:

Step 1 Exponentiation in GF (qm), yielding Ar−1.

Step 2 Multiplication of A and Ar−1, yielding Ar ∈ GF (q).

Step 3 Inversion in GF (q), yielding (Ar)−1.

Step 4 Multiplication of (Ar)−1Ar−1.

Steps 2 and 4 are trivial since both Ar, in Step 2, and (Ar)−1, in
Step 4, are in the subfield. Both operations can, in most cases, be
done with a complexity that is well below that of one single extension
field multiplication. The complexity of Step 3, subfield inversion, de-
pends heavily on the type and order of the subfield GF (q) and will
not be discussed here. However, in many practical scenarios, e.g., in
cryptographic applications, the subfield can be small enough to perform
inversion very efficiently, in other words, through table look-up [4, 21],
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or by using the Euclidean algorithm which can be applied with rela-
tively low processing times for small subfield orders [1]. What remains
is Step 1, exponentiation to the (r − 1)th power in the extension field
GF (qm). The rest of this contribution will deal with Step 1.

First, we notice that the exponent can be expressed in q-adic repre-
sentation as

r − 1 = qm−1 + · · ·+ q2 + q = (1 · · ·110)q

This exponentiation can be computed through repeated raising of in-
termediate results to the q-th power and multiplications. The number
of multiplications in GF (qm) can be minimized by using the addition
chain proposed by Itoh and Tsujii [8]. Thus:

#MUL = blog2(m− 1)c+HW (m− 1)− 1 (2)

where HW (.) denotes the Hamming weight of its operand. The number
of exponentiations to the q-th power is given by

#q-EXP = m− 1

The original paper assumes a normal basis representation of the field
elements of GF (qm), q = 2n, in which the exponentiations to the q-th
power are simply cyclic shifts of the m coefficients that represent an
individual field element. In standard basis, however, these exponentia-
tions are in general considerably more expensive. Standard basis q-th
power exponentiation will be considered in detail in Section 3 below.

The algorithm performs alternatingly exponentiations and multi-
plications with previous results. For the treatment in Section 3 it is
important to observe that in general several exponentiations to the qth
power are performed between two multiplications.

3. Itoh-Tsujii Inversion in Standard Basis

In the following, we will consider the field GF (qm) generated by an
irreducible polynomial P (x) = xm +

∑m−1
i=0 pix

i over GF (q) of degree
m. Let α be a root of P (x), then we represent A ∈ GF (qm)? as A(α) =∑m−1

i=0 aiα
i, ai ∈ GF (q).

We will now establish the complexity of raising A to the qe-th power,
where e is a positive integer. This is the eth iterate of the Frobenius
automorphism:

Aq
e
(α) =

(
m−1∑
i=0

aiα
i

)qe
=

m−1∑
i=0

aiα
i qe
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This exponentiation is a GF (q)-linear mapping for all integers e > 0.
We can explicitly construct the matrix which describes the mapping by
considering the standard basis representations of αi q

e
, i = 1, 2, . . . , m−

1:

αi q
e ≡ s(e)

0,i + s
(e)
1,iα + · · ·+ s

(e)
m−1,iα

m−1, i = 1, 2, . . . , m− 1 (3)

together with the identity P (α) = 0. Notice that the superscripts “(e)”
are mere indices. The matrix follows now as

Aq
e
(α) =


1 s

(e)
0,1 s

(e)
0,2 · · · s

(e)
0,m−1

0 s
(e)
1,1 s

(e)
1,2 · · · s

(e)
1,m−1

...
...

...
. . .

...

0 s
(e)
m−1,1 s

(e)
m−1,2 · · · s

(e)
m−1,m−1



a0

a1
...
am−1

 (4)

In general, the eth iterate of the Frobenius map has a complexity of
m(m − 1) multiplications and m(m − 2) + 1 = (m − 1)2 additions
in GF (q). We note that this complexity is roughly the same as one
GF (qm) multiplication, which requiresm2 subfield multiplications if we
do not assume fast convolution techniques (e.g., Karatsuba’s algorithm
or methods based on the Chinese Remainder theorem.)

An adaptation of the ITI algorithm to standard basis is straight-
forward. In fact, the description above is independent of the basis
representation. We observe, however, that in standard basis the eth
iterate of the Frobenius map, where e > 1, is as costly as a single
exponentiation to the qth power. Thus, we change the algorithm slightly
by performing as many subsequent exponentiations to the qth power in
one step between multiplications. This yields the same multiplication
complexity as given in (2), but we perform now eth iterates of the
Frobenius map with the following complexity:

THEOREM 2. Let A ∈ GF (qm). One can compute Ar−1 where r−1 =
q + q2 + · · ·+ q(m−1) with no more than

#MUL = blog2(m− 1)c+HW (m− 1)− 1

#qe-EXP = blog2(m− 1)c+HW (m− 1)

operations, where HW (.) denotes the Hamming weight of its operand
and #MUL and #qe-EXP refer to multiplications and exponentiations
to the qeth power in GF (qm), respectively.

Proof. First, consider the computation of Ask where sk =
∑2k

i=1 q
i =

q + q2 + · · ·+ q2k . Notice that Ask = (Ask−1)q
2k−1

Ask−1 . If we denote
by M(k) the number of multiplications and by E(k) the number of
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exponentiations to the qeth power required to compute Ask , then it
is easy to see that M(k) = M(k − 1) + 1 and E(k) = E(k − 1) + 1.
Notice also that As0 = Aq , thus M(k = 0) = 0 and E(k = 0) = 1. It
follows that M(k) = k and E(k) = k + 1. Furthermore, in computing
Ask , we have also computed Asi for si < sk. We now apply a similar
procedure as in the proof of Theorem 2 in [8]. Let m − 1 =

∑t
u=1 2ku

with k1 > k2 > · · · > kt. Then, one can re-write Ar−1 as follows:

Ar−1 = Aq
m−1+···+q2+q = (Askt )

· · · (Ask3 )

[
(Ask2 )(Ask1 )q

2k2
]q2k3

· · ·

q2kt

Since k1 > ki for i = 2, · · · , t then if we compute Ask1 as above, all
the Aski for i = 2, · · · , t will also be computed. From our previous
results we see that M(k1) = k1 = blog2(m− 1)c and E(k1) = k1 + 1 =
blog2(m−1)c+1. Also notice that we go through t−1 = HW (m−1)−
1 multiplications and eth iterates of the Frobenius after computing
Ask1 . Adding up the partial complexities, one obtains the result in
Theorem 2. 2

We would like to stress that Theorem 2 is just an upper bound on the
complexity of this exponentiation. Thus, it is possible to find addition
chains which yield better complexity as shown in [3].

In addition, we see from Theorem 2 that Step 1 of the ITI algo-
rithm requires about as many exponentiations to the qeth power as
multiplications in GF (qm) if a standard basis representation is being
used. In the discussion earlier in this section it was established that eth
iterates of the Frobenius map are roughly as costly as multiplications.
Hence, if it is possible to make exponentiations to the qeth power more
efficient, considerable speed-ups of the algorithm can be expected. In
the remainder of the paper we will introduce three classes of finite
fields for which the complexity of the eth iterates of the Frobenius map
is in fact substantially lower than that of a general multiplication in
GF (qm).

4. Field Types with Low Complexity Inversion

This section introduces three types of finite fields for which eth iterates
of the Frobenius map are substantially less costly than general field
multiplications. All three field families have been proposed for use
in public-key cryptosystems, mainly in the context of elliptic curve
cryptosystems.
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4.1. Fields GF ((2n)m) with Binary Field Polynomials

Fields of characteristic two with two field extensions GF (qm), q = 2n,
sometimes referred to as composite fields, have been proposed repeat-
edly for applications in elliptic curve cryptosystems [5, 21, 4]. They are
also attractive for smaller fields such as those needed for error correcting
codes [18].

Let the field polynomial P (x) be irreducible over GF (2) and of
degree m. Then, it is a well known fact that P (x) will also be irre-
ducible over GF (2n) if and only if gcd(n,m) = 1 [15, Corollary 3.47].
Notice that since P (x) is binary, all the powers αiq

e
in (3) can also be

represented as binary polynomials. Hence, the matrix coefficients si,j
are elements of GF (2) and no general multiplications are required in
the matrix multiplication shown in (4). Assuming on average an equal
number of ones and zeros in the matrix, an eth iterate of the Frobenius
map can be computed with an average complexity of(

m− 1

2
− 1

)
m+ 1 =

(m− 1)(m− 2)

2
≤ m2

2

additions in GF (2n) and no GF (2n) multiplications. Since GF ((2n)m)
multiplications require (in a straight forward realization) m2 subfield
multiplications and (m−1)2 subfield additions, the dominant complex-
ity for computing Ar−1 inGF ((2n)m) is now determined by the number
of extension field multiplications as given in (2).

Example 1. As an example we consider the special case where n = 16
and m = 11 which is of interest for cryptographic systems that are
based on the discrete logarithm problem for elliptic curves [21, 4]. We
chose as field polynomial the trinomial P (x) = x11 + x2 + 1. We can

now apply Theorem 2 to compute Ar−1 = A216+22·16+···+210·16
. Note

that m− 1 = 10 = 23 + 2 = 2k1 + 2k2 and that q = 2n. Then

Ar−1 = (Ask2 ) (Ask1 )q
2k2

= (A2n+22n
)
(
A2n+22n+···+28n

)22n

= A2n+22n+···+210n

Ask1 can be computed using the following addition chain:

A

A2n

(A2n)2n = A22n

A2nA22n
= A2n+22n

(A2n+22n
)22n

= A23n+24n

A2n+22n
A23n+24n

= A2n+22n+23n+24n

gfinv3revised.tex; 7/05/2001; 11:45; p.7



8

(A2n+22n+23n+24n
)24n

= A25n+26n+27n+28n

A2n+22n+23n+24n
A25n+26n+27n+28n

= Ask1

Notice that in computing Ask1 , we also computed Ask2 = A2n+22n

and that in the overall process we performed blog2(10)c+HW (10)−1 =
3 + 2− 1 = 4 multiplications and 5 exponentiations to a power 2ne as
predicted by Theorem 2. Furthermore, each exponentiation to a power
2ne will only require (m − 1)(m − 2)/2 = 10 × 9/2 = 45 additions in
GF (2n) on average.

4.2. Fields GF (qm) with Binomials as Field Polynomials

For extension fields with odd prime characteristic it is often possible
to choose irreducible binomials P (x) = xm − ω, ω ∈ GF (q). A specific
sub-class of these fields where q is a prime of the form q = p = 2n − c,
c “small”, has recently been proposed for cryptographic applications
in [2, 14, 10] (Also see [1] for tabulated tables with values for n, c, m,
and ω). We will show that for the general case of fields GF (qm) with
binomials as field polynomials, the eth iterates of the Frobenius map in
the ITI algorithm are computationally inexpensive. [15, Theorem 3.75]
describes the conditions necessary for irreducible binomials to exist.
The computational savings are due to the following theorem:

THEOREM 3. Let P (x) be an irreducible polynomial of the form P (x) =
xm − ω over GF (q), e an integer, P (α) = 0, and it is understood that
q = pn, p ≥ 3. Then:

αe ≡ ωtαs

where s ≡ e mod m and t = e−s
m

Proof. First, notice that since P (α) = 0, then αm ≡ ω. Now αe =
αtm+s, where t and s are as defined above. Then, αe = αtmαs ≡ ωtαs

2

It follows immediately from Theorem 3 that the exponentiation matrix
in (4) has only one non-zero entry per row. Moreover, the theorem also
provides an efficient method for computing these entries. Again, the
dominant complexity of Step 1 of the ITI algorithms is determined by
the number of extension field multiplications as given in (2).

Example 2. In [1], we find that p = 27 − 1 is prime and that P (x) =
x21 − 3 is irreducible over GF (p). Then, P (x) is also irreducible over
GF (pk) for gcd(k,m) = 1. Let k = 2 and q = p2, then using the
construction shown in the proof of Theorem 2, it is easy to see that,
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for any A ∈ GF (q21), computing Ar−1 = Aq+q
2+···+q20

requires 5 mul-
tiplications in GF (q21) and 6 exponentiations in GF (q21): two to the
qth power, one to the q2th power, two to the q4th power, and one
to the q8th power. This is in complete agreement with Theorem 2.
Finally notice that for α a root of P (x) and ω = 3 ∈ GF (p), we have

the following identities: αiq ≡ (73α)i, αiq
2 ≡ (122α)i, αiq

3 ≡ (25α)i,
and αiq ≡ (117α)i, for i = 1, 2, · · ·m − 1 = 20. This implies that
in computing an exponentiation to the qeth power, one will perform
at most m − 1 multiplications by an element of GF (q) as mentioned
above.

4.3. Fields GF (qm) with Binary s-ESP Field Polynomials

Irreducible All One Polynomials and Equally Spaced Polynomials have
been proposed in [9, 7, 6, 22] to optimized the arithmetic in fields of
characteristic 2. Nevertheless, these types of polynomials have not been
treated in the literature for the case of odd characteristic extension
fields. This section considers fields with binary irreducible s-ESPs as
their field polynomial. In the following, we present some definitions and
theorems necessary for the subsequent discussion.

DEFINITION 1. [20] A polynomial f(x) = xm + xm−1 + · · ·+ x + 1
over GF (q) is called an All One Polynomial (AOP) of degree m.

DEFINITION 2. [9] A polynomial g(x) = xsm+xs(m−1)+· · ·+xs+1 =
f(xs) over GF (q), where f(x) is an AOP of degree m over GF (q) is
called a binary s-Equally Spaced Polynomial (s-ESP) of degree sm.

We have abused the original definitions which were for the case q = 2
and generalized them to q = pn, p an odd prime. Notice that AOPs are
just a special case of binary s-ESPs in which s = 1. Appendix A shows
a method for constructing irreducible binary s-ESPs over fields of any
characteristic.

In the following we show the computational advantages derived from
choosing a s-ESP as our field polynomial. We consider fields GF (qsm)
with a binary irreducible s-ESP as their field polynomial. Again, we
will show that raising elements of these fields to the qe-th power is
computationally inexpensive. We look again at the representatives of
the residue classes which contain αi q

e
in (3).

THEOREM 4. Let P (x) = xsm + xs(m−1) + · · ·+ xs + 1 be a binary
irreducible s-ESP over GF (q) and P (α) = 0. Then an element αl ∈
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GF (qsm)∗, l > 0, has the polynomial representation:

αl ≡
{
αr, if 0 ≤ r < sm∑m−1

i=0 −αis+(r−m) , if sm ≤ r < sm+ s

where l ≡ r mod (sm+ s) and ord(α) = sm+ s.
Proof. Let P (x) and α be as defined in the theorem. Then, all αl

with 0 ≤ l < sm are distinct monomials, elements of GF (qsm)∗. For
l ≥ sm, we have the following equivalences:

αsm ≡ −1 − αs − · · · − αsm−s
αsm+1 ≡ −α − αs+1 − · · · − αsm−s+1

...
αsm+s−1 ≡ −αs−1 − α2s−1 − · · · − αsm−1

αsm+s ≡ 1

It follows from the congruences above that ord(α) = s(m + 1) and
therefore αl ≡ αl mod (sm+s). The upper part of the congruence, where
0 ≤ (l mod (sm + s)) < sm, is now clear. For the other case, where
sm ≤ (l mod (sm+s)) < sm+s, αl is a polynomial with equally space
coefficients of the form shown above. Finally, notice that since α is a
root of P (x), the above holds also true for fields of the form GF ((qk)sm)
where gcd(k, sm) = 1. 2

It follows from Theorem 4 that the matrix in (4), which describes
the eth iterates of the Frobenius map contains entries equal to −1, 0,
or 1. Hence, multiplication by the matrix does not require any subfield
multiplications but only additions and subtractions.

Example 3. As an example, we consider the 5-ESP P (x) = x20+x15+
x10 + x5 + 1 which is irreducible over GF (7) (fields of characteristic 7
have been suggested for cryptographic applications in [13]) and over
GF (73) since gcd(3, 20) = 1 (Notice that f(xs) = P (x) where f(x) =
x4 +x3 + x2 +x+ 1 is an irreducible AOP and s = 5). Then, following
the construction method outlined in the proof of Theorem 2 it is easy to
see that, for any A ∈ GF (q20), q = 73, computing Ar−1 = Aq+q

2+···+q19

requires 6 multiplications inGF (q20) and 7 exponentiations inGF (q20):
three to the qth power, two to the q2th power, one to the q4th power,
and one to the q8th power. Once again, this confirms Theorem 2.
Now for α satisfying P (α) = 0 with ord(α) = s(m + 1) = 25, we
obtain the following relations for the case i = 1 in (3): αq ≡ α18,

αq
2 ≡ −α19 − α14 − α9 − α4, αq

4 ≡ α, and αq
8 ≡ α2.
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5. Conclusions

This contribution adapted the algorithm by Itoh and Tsujii for inver-
sion in extension fields to a standard basis representation. We showed
that by considering eth iterates of the Frobenius map rather than single
exponentiations to the qth power, the number of extension field expo-
nentiations is logarithmic (rather than linear) in the field extension
degree m. Secondly, we showed that the required exponentiations can
be performed very efficiently for three families of finite fields. As an im-
portant consequence, the cost for inversion for these fields is essentially
determined by the number of field multiplications only, which is given
by Itoh and Tsujii as blog2(m − 1)c + HW (m − 1) − 1. In particular
for small extension degrees such as m = 3, which are attractive for
some cryptographic applications [2], the ITI algorithm offers an efficient
alternative to variants of the Euclidean algorithm.

Appendix

A. Construction of Binary Irreducible s-ESPs

The following theorem describes the cases when irreducible AOPs exist.

THEOREM 5. [16, Chapter 5] The polynomial f(x) = xm + xm−1 +
· · ·+ x+ 1 is irreducible over GF (q) if and only if m+ 1 is prime and
q is primitive in GF (m+ 1)

The following theorem gives us a way of constructing binary irreducible
s-ESPs from irreducible AOPs.

THEOREM 6. [15, Theorem 3.35] Let f1(x), f2(x), · · · , fN(x) be all
the distinct monic irreducible polynomials in GF (q)[x] of degree m
and order e, and let s ≥ 2 be an integer whose prime factors divide
e but not qm − 1/e. Assume also that qm ≡ 1 mod 4 if s ≡ 0 mod 4.
Then f1(x

s), f2(x
s), · · · , fN(xs) are all the distinct monic irreducible

polynomials in GF (q)[x] of degree ms and order es.

It is important to point out that by choosing GF (q) and m such that
any of the fi(x) in Theorem 6 is a binary AOP, we immediately obtain a
binary irreducible s-ESP, where s satisfies the conditions in Theorem 6.
Notice, also, that if we construct an irreducible s-ESP of degree sm over
GF (q) using Theorem 6, call it P (x), then P (x) is also irreducible over
GF (qk), for k satisfying gcd(k, sm) = 1 [15].
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